





BCTYII
AHOTAIlIA HABYAJILHOI TUCHUILIIHA

MeTa HaBYajIbHOI JUCIUIUIIHUA: cpOpMyBaThd y 3700yBadiB aKTyalbHI
HABUYKH  KPUTUYHOTO  MHUCJIEHHS  CTOCOBHO  KiOepOe3meku,  3pO3yMiTH
MPUYMHHO-HACTIIKOBI 3B'SI3KH, 3PO3YMITH CKJIAIHI Ta TUCKYCIAHI MUTAaHHS 1CTOPIi
kibepOe3nekn Ta pO3BHUTKY KiOepOe3meku B YKpaiHi Ta 3a KOPAOHOM, 3PO3yMITH
CyTh 1 ¢imocodito ramysi kibepoesnekn Ta chopMmyBaT B 001 3BUUKY IIOJCHHUX
kibepOe3nekoBux Aii 1 AyMok. L{s HaBuanpHaA AUCTIMIUTIIHA 030pOiTh BAC HABUYKAMH,
HEOOXITHUMH JUIsl TIJTOTOBKU J10 poOOTH B raiy3l KibepOe3meKku MOYaTKOBOIO
piBHA. Bu mosnaiiomuTecs 31 CBITOM KiOepOe3NneKku 3a JO0MOMOTrO 1HTEPaKTHUBHOL
HaBYaJLHOI Iporpamu, po3poodsienoi Google. Bu niznaerecs npo Ba)IuBi MOll, K1
MPU3BEIHU 10 PO3BUTKY chepH KibepOe3neKku, 3p03yMieTe BaXKIUBICTh KibepOe3neKku
B Cy4yacHHX Oli3Hec-omeparisx i I0CIiIuTe mocaaoBi pododl 000B’I3KM Ta HABUYKH
aHaJITHKa 3 KibepOe3neKku MoYaTKOBOTO PiBHSI.

OcHOBHI 3aBJaHHS, 1110 CTOSTH TEpPE] aBTOPaMHU KypcCy, MOJSITaloTh B TOMY,
1100 pO3KpHUTH 3700yBavaMm:

® MCKyCiitHI mpoOiemu icTopii po3BUTKY KiOepOe3meku, a TakoXK 1CHyI04l
HAyKOBI CY/I’)KEHHS CTOCOBHO 3MICTY K10epOe3neku Ta il BIUIMBY Ha MUHYJIE,
tenepimHe 1 MailOyTHe IT 1HAYCTpii 1 CBITOBOrO O13HECY 3arajiom;

® aHaJi3yBaTH JKepena iHdopmarlii mpo kibepOe3neKy, CIiBCTaBIATH HASBHY B
HUX 1H(opMaIliiro Ta copMyBaTH BIACHY JYMKY CTOCOBHO aKTyaJbHUX
nmpoOsieM po3BUTKY KibepOesneku B YKpaiHi Ta B I7100aT5HOMY CBIiTI Oi3HECY;

® YCBIJOMUTHU IPUYUHH Ta HACITIIKH PI3HUX MIIXO/IB 1 3aKOHIB KibepOe3neku;

® 3pO3YMITH OCOOIUBOCTI MPOLIECIB PO3BUTKY KiOepOe3neKH 1 €ETUYHOTO
XaKepCTBa, BIUIMBY Ha 1I€H MPOIEC EKOHOMIYHUX, MOJITUYHUX, COLIAJIbHUX Ta
TEXHOJIOTIYHUX YNHHUKIB;

® YCBIJIOMUTH 3MICT Ta (Pis10cO(ir0 MIAXOIIB MO0 YIIPABIIHHS, JIIEPCTBA T
MEHE/DKMEHTY B KOHTEKCTI KiOepOe3neku 1 eTHIHOTO XaKePCTRa.

B pe3ynbrari BUBYCHHS TUCIUIUTIHA CTYACHT IIOBUHECH 3HATH:
® OCHOBM CTHYHOI'O XaKepPCTBA;
® OCHOBHM Ki0epOe3neKy;
SKAMH HAaBUYKAMU 1 KOMIIETEHIIISIMU Ma€ BOJIOITH CIIELIaNICT 3
KibepOe3neku;
K TPALIOE APXITEKTypa MEPEK;
SIK TIPAITIOE IIJIbOBA CUCTEMA;
c1a0K1 CTOPOHH IIi€1 CUCTEMHU;
SK MPAaKTUYHO BUKOPUCTOBYBATH 111 CJ1a0K1 CTOPOHO 1100 JamMaTu CUCTEMY;
pi3HI KOHIIEMIi, I1HCTPYMEHTH Ta METOAU EeTUYHOTO0 XaKepcTBa Ta

Ki0epOe3neKH.



B pesynbrari BUBYCHHS TUCIUILTIHA CTYACHT IIOBUHECH BMITH:
e 1podeciiiHo HaaBaTH MOCIYTH 3 KiI0epOe3NneKy Ha MOYaTKOBOMY PiBHI,

3M1ACHIOBATH aHaJli3 MPOOJEeM Ta THIIUIACHTIB 3 KiOepOe3neKu;

® aHaJI3yBaTH MPOIECH KiOepOE3NeKU 1 ETUUHOTO XaKepCTBA, KPUTUYHO
cnpuiiMary 1H(opMalito npo nodya0By 1 PO3BUTOK KiOepOe3neKkH Ha piBHI
oprasizailiif 1 Ha 1HIMB11yadbHOMY PiBHI;

® BUKOPUCTOBYBATHU PI3HI TUIIU JHKEPET IJIsl CIIIBCTABIICHHS Ta y3arajibHEHHS
1H(pOopMAIIil PO PO3BUTOK KiOEpOE3MEeKH 1 ETUYHOTO XaKEePCTBa,

® apryMeHTYyBaTH IyMKY IPO CUCTEMY IIHHOCTEW BJIACTHBY €TUYHOMY
XaKepCTBY Ta KibepOe3nelrl, a Takox Ppirocodiro, poiib 1 3HAYEHHS
K10epOe3MeKH y pO3BUTKY JIFOJCTBA 1 CBITOBOI €EKOHOMIKH;

® CTBOPIOBATH Ta YMPABIATH 3aco0aMu KiOepOe3IeKku 3 pI3SHUMU TUITAMU

CKJIaIHOCTI;

® [POTHO3YBATH SIK OyAyTh PO3BHBATHCS KiOepOe3neKa 1 eTHUHE XaKepCTBO B

MalOyTHEOMY;

® aHami3yBaTu KibepOe3IeKy 3 TOUKH 30py PI3HUX AKICHUX aTpuOyTiB Ta
11eHTU(1KYBaTH IPUYMHU iX YCIIX1B a00 HEB/IaY.

KommneTeHTHOCTI Ta pe3yJibTaTH HABYAHHSA, AKUX HA0YyBAaKOTh 3100yBadi
OCBITHM BHACJIIOK BHBYEHHSI HABYAJbHOI JAucUMIVIiHM (mmdpu Ta 3MicT
KOMIIETEHTHOCTEHl Ta MPOrpaMHUX pPe3yJbTATIB HABYAHHS BKa3aHO BiAMOBIIHO
10 OIIII «Po3pooka ma mecmyeanus npopamHo0 3a0€3ne4eHHA).

Iudp Ta HA3BAa KOMIIETEHTHOCTI

IIIu¢p Ta HA3Ba MPOrpaMHMX
pe3yJibTaTiB HABYAHHA

IKO01. 3gatHicTh 10
AOCTPAKTHOTO MUCIICHHSI,
AHAJII3Y T CUHTE3Y.

[PHO3 byayBatn 1 JOCIIKYBaTH|
Mojienl iH(opMaIifHUX TPOIECIB Y]
MPUKJIAIHIN 00IacTi.

[K02. 3naTHiCTh 3aCTOCOBYBaTH
BHAHHS y MPAKTHYHUX
CUTYallisIX.

HO06

03po0JIATH 1 OIlIHIOBAaTH CTpaTerii
POEKTYBaHHS TMPOTPAMHUX 3aC00iB;
OTpyHTOBYBaTH,  aHajli3yBaTH 1
I[IHIOBAaTH  BapiaHTH  TMPOEKTHUX|
IIIeHb 3 TOYKH 30pYy SIKOCTI]
IHIIEBOTO MPOrPAMHOTO MPOAYKTY,
eCypcHUX OOMEXKEHb Ta IHIIUX
aKTOPIB.




K03. 3/1aTHICTh CIIJIKYBaTUCS

TaK 1 IIMCHbMOBO.

IICPKABHOXO MOBOIO AK YCHO,

H12
pUMaTH
praHi3aiiiHo-ympaBIiHChKI

eexTrBHI

IIIEHHA B YMOBax HEBHU3HAYEHOCT]

1HbOPMAITIMHIX TEXHOJIOTIH.

a 3MIHM BUMOI, IIOPIBHIOBAaTH
JIETEPHATHUBH, OIIHIOBATH PU3HKH.
[KO05. 31aTHICTE BUMTHCS 1 H14
OBOJIOJIIBATU CYYaCHUMHU POTHO3YBaTH PO3BUTOK
BHAHHSIMHU. [POTPaMHUX CHCTEM Ta|

CK4. 3patHiCTh pO3BUBATH 1 peani3oByBaTH
HOB1 KOHKYPEHTOCIIPOMOXH1 1€1 B 1HXKEHepli
[POrPaMHOTO 3a0e3MeUCHHSI.

CK07. 3marHICTh KPUTUYHO OCMMCIIIOBATH

MpoOJIeMH y ramysi 1HpopMaLiitHIX
TEXHOJIOTI Ta Ha MEXi Talmy3edl 3HaHb,
IHTETpyBaTH B1IIIOBIIHI 3HAHHA Ta

pO3B’A3yBaTH CKJIAQJIHI 3a7adl y IIUPOKUX a0o

MYJ'II)TI/II[I/ICI_[I/IHJ'IiHapHI/IX KOHTCKCTax.

OIIMC HABYAJIBHOI JUCIUIJITHA

Kypc yerBepTHii (4)
Cemectp coomui (7)
KinbkicTh KpeauTis 3
€EKTC
AeHHa ¢popma 3a04Ha popma
AyIMTOPHI HABYANBHI | ekrrii 20 4
3aHATTS (B rogmHax)
MPaKTUYH1 22 4
(B rogmHax)
Camocriiina podora 48 82
(B rogmHax)

dopma miICYyMKOBOI0
KOHTPOJTIO

Ex3zamen

(cbommii (7) cemecTp)




ITPOT'PAMA HABYAJIBHOI JTUCITUTIJITHA
IlepeJik Tem JieKUiiiHOT0 MaTepiaay

Tema 1. Course introduction. Cybersecurity for Beginners (3 rosa.)
Mo Take kibepOesneka? (What is cybersecurity?). OCHOBHI HaBUYKHU TIpOo(ecioHaliB
3 kibepoesneku (Core skills for cybersecurity professionals). Orsa: JlackaBo
MPOCUMO B 3axoIuttorounii cBiT kibepOesneku (Review: Welcome to the exciting
world of cybersecurity). Ictopis 6e3nexu (History of security). Bicim nomeniB
oesneku (Eight security domains). Ormsa: EBomrortist ki6epoe3neku (Review: The
evolution of cybersecurity).

IHumanna ona camocmiitnozo eusuenHs: DPpelimeopku Oesneku ma KOHMPOIb
besneku (Security frameworks and control). Emuxa ona npogecionanra 3
kibepoesnexu (Ethics for a cybersecurity professional). Oenao: 3axucm 6i0 3a2pos3,
pusukie i epaziusocmetl (Review: Protecting against threats, risks, and
vulnerabilities). Baowcnuei incmpymenmu kibepbesnexu (Important cybersecurity
tools). Mosu npoepamyeanns 6 Kibepbesneyi (Programming languages in
cybersecurity). Oanao: incmpymenmu xibepoesnexku (Review.: Cybersecurity tools).

Tema 2. Setting up a Hacking Lab. How To Manage Security Risks
& Threats (3 roa.)
Hoxmanuime npo gomenu Oesneku CISSP (More about the CISSP security
domains). Po3yminns 3arpos, pusukiB i BpaznuBocTeil (Navigate threats, risks, and
vulnerabilities). Ormsan: nomenu 6e3nexu (Review: Security domains). Jloknagnime
npo (peliMBopku Ta enemeHTH kepyBanHs (More about frameworks and controls).
Tpiaga KI/[: xoudimeHmiiHicTh, ImicHICT, 1 goctynHicTh (The CIA triad:
Confidentiality, integrity, and availability). ®peiimBopku NIST (NIST frameworks).
[Tpunnunu OWASP 1 nepeBipku 6e3neku (OWASP principles and security audits).
Iumannsa ona camocmiininozo eusuenns: 0210 cucmemu Oe3neku ma elemeHmu
kepysauusi (Review: Security frameworks and controls). Ingopmayitini nawneni
besneku ma ynpaeninua nodiamu (SIEM) (Security information and event
management (SIEM) dashboards). O3natiommecs 3 incmpymenmamu oOe3nexu ma
ynpaeninusa nooiamu (SIEM) (Explore security information and event management
(SIEM) tools). Oenso: 3natiomcmeéo 3 incmpymenmamu kxibepbesneku (Review:
Introduction to cybersecurity tools). Emanu peacysannusa na inyuoenmu (Phases of
incident response playbooks).
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Tema 3. Linux Basics. Internet Networks & Network Security
(2roxa.)

Mepexesuii 3B's130k (Network communication). MicrieBuit 1 ToOalbHHM 3B'S30K
(Local and wide network communication). Omisin: Apxitektypa mepexi (Review:
Network architecture). 3naiioMmcTBO 3 MepexkeBuMH npotokoiamu (Introduction to
network protocols). Inentudikamia cuctemu (System identification). Omsan:
Mepexesi onepailii (Review: Network operations). BeTyn 10 TakTUKU BTOPTHEHHSI B
Mepexy (Introduction to network intrusion tactics). 3aXUCTITh MEpPEXKi BiJ] aTaK TUITY
«BinmoBa B oOcnyroByBanH» (DoS) (Secure networks against Denial of Service
(DoS) attacks).

Humannsa ona camocmiiinozo eueuenns: Takmuka mepedicesux amax i 3aXUcmy
(Network attack tactics and defense). O2na0: 3axucm 6i0 mepedxicedux 6MmMopeHeHb
(Review: Secure against network intrusions). Bcmyn 0o nocunenus oOesnexu
(Introduction to security hardening). 3acapmysanns OC (OS hardening).
3acapmysanns mepexci (Network hardening). Xmapue 3acapmyeanus (Cloud
hardening). Oann0: nocunenns 6esnexu (Review. Security hardening).

Tema 4. Network Hacking. The Basics of Computing Security:
Linux & SQL (3 rox.)

Uynoswuii cBit onepaiiianx cucreMm (The wonderful world of operating systems).
Omnepariitna cucrema B poOoti (The operating system at work). Iarepdeiic
kopuctyBada (The user interface). Ommsan: BBeaeHHs B omepalmiiiHi CHCTEMH
(Review: Introduction to operating systems). Bce mpo Linux (All about Linux).
HuctpuOytuBu Linux (Linux distributions). O6omonka (The shell). Ormsia:
onepauiiiHa cucrema Linux (Review: The Linux operating system). Hapiramis
¢aiinosoro cuctemoro Linux (Navigate the Linux file system).

IHumanna ona camocmiiinozo eueuennsa: Kepyiume emicmom ¢hatiny 6 Bash
(Manage file content in Bash). Aemenmudbixayis ma asmopuzayis Kopucmyeauis
(Authenticate and authorize users). Ompumamu oonomoey 6 Linux (Get help in
Linux). Ozns0: komanou Linux 6 obononyi Bash (Review: Linux commands in the
Bash shell). Bcmyn oo SQL i 6a3 oanux (Introduction to SOQL and Databases). SQL
s3anumu (SQL queries). binvwe ¢inompie SQL (More SOL filters). SQL npueonanns
(SOL joins). Ozns0: basu oanux i SOQL (Review: Databases and SQL)

Tema 5. Gaining Access to Computers. Cybersecurity Assets,
Network Threats & Vulnerabilities
(3 roxa.)
3naitomctBO 3 aktuBamu (Introduction to assets). [ludposi Ta (izuyHi akTHBH
(Digital and physical assets). Pusuk 1 6e3neka aktuiB (Risk and asset security).
Ormsn: Berym go 6Gesmexku aktuBiB (Review: Introduction to asset security).
[npopmamiss mpo 3axuct (Safeguard information). Meronu mmdpyBaHHA
(Encryption methods). ABrenTudikamis, aBtopuzamis Ta oOmik (Authentication,



authorization, and accounting). Ormsa: 3axuct oprasizaniiiHux akTuBiB (Review:
Protect organizational assets). Hemomiku B cucremi (Flaws in the system).
Mucnenns kidep-3noBmucHuka (Cyber attacker mindset).

Iumanns ona camocmiithozo eueueHHsA: Busznaume epazniuei micys cucmemu
(ldentify  system vulnerabilities). QOenao: Bpasmeocmi cucmem (Review:
Vulnerabilities in systems). Coyianvua inocenepisn (Social engineering). IlIxionuse
npocpamue 3abesneuenns (Malware). Beo-excnaotimu (Web-based exploits).
Mooeniosanns 3acpos (Threat modeling). O2na0: 3acpo3u 6e3neyi akmusis (Review:
Threats to asset security).

Tema 6. Post Exploitation. Cybersecurity IDR: Incident Detection
& Response (3 rosa.)

KutreBmit nmkn pearyBanHs Ha iHiuAeHT (The incident response lifecycle).
Onmepariii 3 pearyBanHs Ha iHmaeHTH (Incident response operations). [ncTpymentu
pearyBanHs Ha iHIUAeHTH (Incident response tools). Omisia: Betyn 10 BusiBIeHHS Ta
pearyBanHs Ha iHuujaeHtu (Review: Introduction to detection and incident
response). Posyminas wmepexeBoro Tpadiky (Understand network traffic).
3axoruieHHs Ta nepersag MepexeBoro Tpadiky (Capture and view network traffic).
ITepeBipka makeriB (Packet inspection). Ormisia: MOHITOPUHT 1 aHaI3 Mepexi
(Review: Network monitoring and analysis).

IHumanna ona camocmiitnozo eueueHHA: Busenenus i nepegipxa iHYuOeHmie
(Incident detection and verification). Cmeopenna ma 8uKopucmauHs 0OKyMeHmayii
(Create and use documentation). Bionogiow i 6ionosnenns (Response and recovery).
i nicna inyuoenmy (Post-incident actions). Ozns0: Po3zcnioyeanns inyuoenmy ma
peazyeanns (Review: Incident investigation and response). Oens0 owcypuanis
(Overview of logs). Oensao cucmem sussnenus emopeHensv (IDS) (Overview of
intrusion detection systems (IDS)). Ilepecnanome incmpymenmu SIEM (Reexamine
SIEM tools). Ozansn0 incmpymenmis kepysanus nodiamu besnexu ingopmayii (SIEM)
(Overview of security information event management (SIEM) tools). Oenso:

Mepedicesuti mpaghix i scypHanu 3a oonomoeoro incmpymenmie IDS i SIEM (Review:
Network traffic and logs using IDS and SIEM tools).

Tema 7. Website Hacking. Conclusions and next steps. How To
Prepare For Your Cybersecurity Career (3 roxa.)
BumiproBanHs BIUIMBY Ta I[IHHOCTI 1HHOBaIlii. BusBleHHs mojii Ta 1HUMUJICHTIB
(Event and incident detection). Bam BriuB Ha 3axuct ganux (Your impact on data
protection). Omisia: 3aXUCTITh aKTUBU Ta MOBLAOMIISIATE Npo 1HIMAEHTH (Review:
Protect assets and communicate incidents). Eckanariis kidep6esnexu (Escalation in
cybersecurity). 3aroctproBaru uu He 3aroctproBatu (To escalate or not to escalate).
Yac - ne Bce (Timing is everything). Omsa: eckanamis iHuAeHTIB (Review:
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Escalate incidents). 3posymiiite cBoix 3amikaBieHux ctopid (Understand your
stakeholders). Cninkyiitecs mis BiuBy (Communicate for impact).

Humanna ona camocmiiinozo eusueHHs: Bizyanvbha KomyHiKayis 3a 00NOMO20H0
naueni xkepysauns (Visual communication using a dashboard). Oznso. eghexmusro
cninkyumecs, wob eniugamu Ha 3ayikagieHux cmopin (Review: Communicate
effectively to influence stakeholders). Haoitini ooxcepena maromo eenuxe 3HAYEHHS
(Reliable sources go a long way). Cmeopims ceoto mepedxcy xibepbesneku (Build
your cybersecurity network). Oensaod: 63aemodisa 3i cnintbHomorw Kibepbe3nexu
(Review: Engage with the cybersecurity community). 3uaiidims i niocomyimecs 00
pooomu 6 cghepi ribepbesnexu (Find and prepare for a job in cybersecurity).
Ilpoyec cnigbeciou 3 numamnv Kibepbesnexku (The cybersecurity job interview
process). [lavime 6i0nosioi Ha 3anumanHs cnigbeciou (Answer interview questions).
Pospobims  nigpmosuii nimu (Develop an elevator pitch). Oenad: 3uatioime i
nooatvime 3as6Ky Ha pooomy & cgepi Kibepbesnexu (Review: Find and apply for
cybersecurity jobs).

3MicT NPaKTUYHHUX 3aHATH
1. Setting up a Hacking Lab. Installing Kali Linux on VM (3 ropn).
2. Network Hacking. Pre-Connection Attacks. Gaining Access -
WEP Cracking (3 ron).
3. Network Hacking. WPA / WPA2 Cracking (3 ron).
Network Hacking. Post Connection Attacks (3 ron).
Gaining Access. Server Side Attacks (3 rox).

Gaining Access. Client Side Attacks (3 rox).

N vk

Social Engineering. (4 ron).

3micT camocTiiiHOI po0oTH 3100yBaviB

Po3noaina romuH, BUAiJIeHUX HAa BUBYEHHS TUCHUILIIHHA

HaiiMeHnyBaHHSI BUAIB PoOiT Po3noxisa roqun

JAEHHA 3a04Ha
¢popma | ¢opma

CamocriitHa po6oTa, rof, y T.4.: 48 82

OmnpartrroBanHs Marepiaty, BUKJIaEHOTO Ha JIEKIISX 10 -
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[ligroToBKa 10 MPaKTUYHUX 3aHATH Ta KOHTPOJIbHUX 3aXO1B 10 -
[ligroToBKa 3BITIB 3 IPAKTUYHUX POOIT 10 -
[TigroroBKa A0 MOTOYHOTO KOHTPOJIIIO 4 -

OmnpartrroBaHHs MaTepiaty, BAHECEHOTO Ha CAMOCTIHE
BUBYCHHS

14 ;

IHOJITUKA KYPCY

Kopomko, 3 noknuxkanuam na 6ionoeiony nopmamuery o6azy YKJ/I[, euceimnumu
NUMAHHA

1) w000 cucmemu nomouno020 i NIOCYMK08020 KOHMPOTIIO

Opeanizayia ~ nomouno2o ma  NiOCYMKOBO20 — CeMeCmpOB8O20
KOHMPONI0 3HAHbL CMYOeHmMi8, NpOBeOeHHs NpaKmukK ma amecmayii,
nepegeoenHs NOKA3HUKI6 axademiunoi ycniwnocmi 3a 100-6anbHoro
WIKANIOI0 8 Ccucmemy OYIHOK 3d HAYIOHANbHOIO WKALO0I0 30iUCHIOEMbCA
3eiono 3 “llonoocennsam npo cucmemy NOMOUHO20 1 NIOCYMKOBO2O
KOHMPONI0, OYIHIOBAHHA 3HAHL MA BU3HAYEHHA peumuHzy 3000)8ayié
ocgimu”. O3HAUOMUMUCH 3 OOKYMEHMOM MONCHA 3A NOKIUKAHHSM.

2) w000 ockapicenna pe3yromamie KOHMPOJIbHUX 30X00i6

3006y6aui euwoi oceimu maroms npago Ha OCKAPIHCEHHs OYIHKU 3
OUCYUNTIHU  OMPUMAHOI Ni0 Yac KOHMPOIbHUX 3axo0is. Anenayis
30ilicHIOEMbCA  8i0N06IOHO 00  «llonodxwcenns npo norimuxy ma
8pe2yNo8anHs KOHGIIKmuux cumyayiiy. O3HauomMumucs 3 OOKYMeHmoMm
MOJCHA 3A NOKJIUKAHHSM.

3) w4000 6iOnpay08anHA NPONYUWEHUX 3AHANMb

3eiono “Ilonooicennss npo opeawizayito oceimmubo2o npoyecy” 3000y8au
00NYCKAEMbCSL 00 CemMecmpo8o20 KOHMPONIO 3 KOHKPEMHOI HAGUANbHOT
OUCYUNTIHU  (ceMecmpo8oco  eK3ameHy, OughepeHyitioanoco 3aiiky),
SAKWO BIH BUKOHAB YCI 8UOU poDIim, nepeddayeHi Ha cemecmp HA8YATbHUM
NIAHOM mMa Cunabycom/pooouoro npocpamord HA84aibHOi OUCYUNTIHU,
niomeepous ONaHy8anHs HA MIHIMATbHOMY DIGHI pe3)Ibmamie HAGYaHHs.
(ompumae >35 6anu), GiOnpayreas GuU3HAYeHi  THOUBIOYAIbLHUM
HABUYANbHUM — NJIAHOM  6CI  JeKYilHi, NPAKMUu4Hi, CeMiHApCuLKi ma
1aO0pamopHi  3aHAMMs, HA AKUX 8iH Oye siocymuiu. O3HaAUOMUMUCH 3
OOKYMEHMOM MOXMCHA 34 NOKIUKAHHAM.

4) w000 oompumanna akadoemiunoi 00opouecnocmi



https://docs.google.com/document/d/e/2PACX-1vRyIff2U_xY3RfSdVgIIUbUe3DTc3O-DDwExCbg3NQgDE4SL7jlzwupmNr1Cy5FP9KO5Vb6h-RM9b3U/pub
https://bit.ly/3CnfUgk
https://docs.google.com/document/d/e/2PACX-1vQyt0z40Wwlid4LIBHKyKI-gGnxWeg-TU-AKUwnjFQEqbBPFxTK6yADPHbrF-_-N6p22zJykEtEM-Y-/pub
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“Ilonosicennss npo axademiuny 000OpouecHicmv’ 3aAKPINIIOE MOPANbHI NPUHYUNU, HOPMU MA
npasuna emuyHoi No8ediHKU, NOZUMUBHO20, CHPUAMIUBO20, O0OPOYECHO20 OCEIMHBLO2O |
HAYK0B020 cepedosuuia, NpogecitiHoi OisibHOCMI ma Npo@ecitiHo20 CRIIKY8AHHA CNITbHOMU
Vuisepcumemy, eukniaoanns ma npoeaoddiceHHs HAYKO8OI (MEopuoi) OiAnbHOCMI 3 Memolo
3a6e3neuyenuss 006ipu 0o pe3yromamié HaguyaHusA. O3HAUOMUMUCL 3 OOKYMEHMOM MOXCHA 34
NOKJIUKAHHAM.

5) w000 sukopucmanna wWimyuHo2o iHmeneKmy

“Ilonosicenns npo akadoemiyny 00OpouecHicms’ BUSHAYAE NOAIMUKY UWOOO
BUKOPUCMAHHA MEXHIYHUX 3ac00i8 HA OCHOBI WMYYHO20 IHMeENleKmy 8
oceimuobomy npoyeci. O3nauomumucb 3 OOKYMEHMOM  MOJXCHA 34
noxaukannam.!  “Ilonodcenns npo cucmemy 3anobi2anns ma 6UAGNEHHS
akaoemiyHoeo niaziamy, camonnaziamy, Gabpuxayii ma ganvcugirayii
axkaoemiunux meopie” micmums peKoMeHOayii Wo0o BUKOPUCMAHHA 8
aKaOeMiyHux meKCmax 2eHepamopié HA OCHOBI UWMYYHO20 [HMENEKM).
O3HatioMumuced 3 OOKYMEHMOM MONCHA 3 NOKIUKAHHIM.

O]

6) w000 suKOpUCMAHHA MEXHIYHUX 3aC00i6 6 ayOumopii ma npasui1a KOMyHiKayii

Bukopucmanus mobinenux meneghonie, nianuemis ma iHWUx 2adxicemisé nio yac JeKyitiHux ma
NPAKMUYHUX 3AHAMb 00360JIAEMbCS GUKIIOYHO Y HAGYATLHUX YINAX (0151 YIMOYHEHHsI NeBHUX OAHUX,
nepesipKu npasonucy, ompumants 008i0koeoi inghopmayii mowo). Ha eadocemax nosunen o6ymu
AKMuUBOBaHUU pedxcum «be3 38yKy» 00 nodyamky sauamms. 110 uac 3aHamv 3a60poHeHO
HAOCUNAHHA MEeKCMOBUX NOBIOOMIeHb, NPOCIYX08YBAHHS MY3UKU, NePesipKa eleKmMpOoHHOI noumu,
coyianvhux mepedc mowjo. 1li0 yac 6uxkoHaHHsA 3ax00i8 KOHMPONIO GUKOPUCMIAHHA 2A0HCEMis
3A00POHEHO (34 BUHAMKOM, KOU Ye nepeddaieHo yMosamu oo nposedenHs). Y paszi nopyuieHus
yiei 3a00ponu pe3ynomam anyib08yEmMvCs 6e3 npasa nepeckiadanHsl.

Komynixayis 6iobysaemuvcs uepes eneKkmpoury noumy i cmopinky oucyuniinu 6 Moodle.

7) w000 3apaxyeanns pe3yibmamis HAgUaAHH, 3000yMUX WIAXOM
dopmanvnoi/ingpopmanvnoi oceéimu

®

Ilpoyedypu  eusnanms  pe3ynibmamié HAGYAHHA, 3000YMUX  WIAXOM
gopmanvroi/ingpopmanvroi  oceimu eusnayaromvca «llonodcennam npo
NOPSIOOK ~ GU3HAHHA — pe3VIbmamié  HAGYAMHA,  3000VMUX  ULTIAXOM
Hegpopmanenoi ma / abo ingopmanvroi ocgimuy. O3matiomumucs 3 ®
OOKYMEHMOM MOJICHA 34 NOKIUKAHHAM.”

METOAU HABYAHHA

[Ipu BUBYEHHI AMCUHUILIIHU 3aCTOCOBYETHCA KOMIUIEKC METOIB JJIsl OpraHizarii
HaBYaHHS CTYAEHTIB 3 METOI0 PO3BHUTKY iX JIOTITYHOTO Ta aOCTPAaKTHOIO MHCIIEHHS,

! BusHauyaeThcs moniTMKa BukopuctanHs 1l B HaBuYaNbHIM JMCUMILIIHI - I03BOJIEHE/3a00pPOHEHE, MpaBUia

BHUKOPHCTaHHS
? BU3HAYAETHCSA TIEPEITIK €NEKTPOHHMX Ta IHIIMX PECYPCIB Ta yMOBH MEPE3apaxyBaHHs


https://docs.google.com/document/d/e/2PACX-1vRyIff2U_xY3RfSdVgIIUbUe3DTc3O-DDwExCbg3NQgDE4SL7jlzwupmNr1Cy5FP9KO5Vb6h-RM9b3U/pub
https://docs.google.com/document/d/e/2PACX-1vRyIff2U_xY3RfSdVgIIUbUe3DTc3O-DDwExCbg3NQgDE4SL7jlzwupmNr1Cy5FP9KO5Vb6h-RM9b3U/pub
https://docs.google.com/document/d/e/2PACX-1vQmB8HZWC08qZgFHyeV8U1fQDu_H9R6BiuPviCIWhx2GrHaSjaxiLvZLFS2CRDE5KwV7JUZ7hd3XR7m/pub
https://ukd.edu.ua/sites/default/files/2022-12/%D0%9F%D0%BE%D0%BB%D0%BE%D0%B6%D0%B5%D0%BD%D0%BD%D1%8F_%D0%BF%D1%80%D0%BE_%D0%BF%D0%BE%D1%80%D1%8F%D0%B4%D0%BE%D0%BA_%D0%B2%D0%B8%D0%B7%D0%BD%D0%B0%D0%BD%D0%BD%D1%8F_%D1%80%D0%B5%D0%B7%D1%83%D0%BB%D1%8C%D1%82%D0%B0%D1%82%D1%96%D0%B2_%D0%BD%D0%B0%D0%B2%D1%87%D0%B0%D0%BD%D0%BD%D1%8F_%D0%B7%D0%B4%D0%BE%D0%B1%D1%83%D1%82%D0%B8%D1%85_%D1%88%D0%BB%D1%8F%D1%85%D0%BE%D0%BC.pdf
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TBOpPUMX 3A10HOCTEW, MIJBUILEHHA MOTHBAlli 0 HaBYaHHA Ta (HOPMYBaHHS
0COOMCTOCTI MalOyTHHOTO PaxiBIs B rany3i iHPOpMaLIMHUX TEXHOIOTIH.

IIporpamHuuii pe3yiabrar
HABYAHHA

MeToa HaBYaHHSA

MeToa oiHIOBAHHSA

AHanizyBaTH,
iJICCIPIMOBAaHO  IIyKaTh i
BUOUpATH  HEOOXITHI IS
BUPIIICHHS npodeciitHux
3aB/IaHb
iH(OopMaIIiifHO-TOB1THUKOB1
pecypcu 1 3HAHHS 3
ypaxyBaHHIM Cy4acHUX
MOCSITHEHBb HAyKHU 1 TEXHIKU.

MH 1.1 - nexmist, MH 1.2
- PO3MOBIAb-TIOSICHEHHS,
MH 1.3 - 6ecima, MH 2.1
- imroctpyBanusa, MH 2.4
- KOMIIT IOTEpHI 1
MYJIBTUMEIIHHI METOIH,
MH 3.4 - npaktuuHi
pob6otu, MH 4 -
1HayKTUBHUN MeTon, MH
S - IEIyKTUBHUN METOJ,
MH 9 - nopiBusinuaa, MH
10 -y3aranpuenusa, MH
13 -penponykTuBHUH,
MH 15
-pOOIEMHO-TTIOITYKOBHH,
MH 16 - eBpucTUUHMH,
MH 19 - po6ora miz
KEeP1BHUIITBOM
BuKiagada, MH 20 -

IHTEPAKTUBHI METOJIN.

M®O 4 - norouHuM
KOHTPOJIb, MDO 5 - ycHUl
KOHTpOJIb, MDO 6
-IIUCbMOBHI KOHTPOJIb,
M®O 8 - TecToBUl
KOHTPOJIb, MDO 1 - icriut

OLIHIOBAHHA PE3YJIBTATIB HABYAHHS

KoHTpoJbHi 3ax0au

Buo 3micm % 6i0 ban
3a2a/1bHOT ]
ouinku min max
[ToTouni
KOHTPOJIbHI BCHOT'O 60 35 60
3axo1u
[TizcymkoBi
KOHTPOJIbHI €K3aMEH 40 25 40
3aX01u
Bcesoro: 100 60 100
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[Tporiemypa mpoBeneHHsI KOHTPOJIBHUX 33aXO/IiB, @ CaMe MOTOYHOTO KOHTPOJIIO
3HaHb MPOTITOM CEMECTPY Ta MiJICYMKOBOTO CEMECTPOBOTO KOHTPOJIIO, PETYIIOE€ThCS
«ITonoxeHHsIM TIPO CUCTEMY IMOTOYHOIO Ta MiJICYMKOBOTO KOHTPOJIIO OLIIHIOBAHHS
3HAaHb Ta BU3HAYCHHS PEUTHUHTY CTYJCHTIBY.

dikcarliss MOTOYHOI0 KOHTPOJIO 3MIHMCHIOETHCA B “EleKTpOHHOMY >XypHasi
OOJIIKY YCHIIIHOCTI aKaJIeMIYHOI Tpynu”’ Ha MiJCTaBl YOTUPHUOATBHOT MIKAIH - “27;
“37; “4”; “5”. YV pasi BIACYTHOCTI CTY/ICHTAa Ha 3aHSATTI BHUCTaBISE€TbCS “H”. 3a
pe3yapTaraMi TMOTOYHOTO KOHTpodo y JKypHami, aBTOMaTHYHO BU3HAYAETHCS
MiJICYMKOBa OIliHKA, 31HCHIOETHCS MIAPAaXyHOK MPOITYIICHUX 3aHSATh.

Yci mpomyiieHi 3aHATTSA, a TaKOX HETaTWBHI OI[IHKA CTYAEHTH 3000B's3aHi
BIJIITPAITIOBATH BIIPOJOBK TPHhOX HACTYIMHHUX THXKHIB. Y BUIAIKy HETOTPUMAHHS ITi€T
HOPMH, 3aMiCcThb “H” B KypHani Oyzae BuctaBieHo “0” (Hyap OaniB), Oe3 mpasa
nepesfadl. BignpamnboBaHe —JIEKLIMHE 3aHATTS B €IEKTPOHHOMY SKypHail
MO3HAYAETHCS JTIITEPOIO «BY.

Kpumepii ouyinroseannsa (3a HeodXionocmi, nOmouHo20 ma/a6o nioCymKo8020
KOHmMPOIio):

BOJIOI€ HaBYaJbHUM MaTepialoM Ha pIBHI €JIeMEHTapHOro
pO3Mi3HaBaHHS 1 BIATBOPEHHS OKpeMHX (PaKTiB, €JIEMEHTIB, 00’ €KTIB,
IO TO3HAYAIOThCS OKPEMHMH CIIOBAMH YHM PEYCHHSMH; BOJIOJI€
«He3a006i1bHO» | MATEplaioM Ha €JIEMEHTApHOMY pIBHI 3aCBOEHHS, BUKIIAIAE MOTO
YPUBYACTHMH PEUCHHSMH, BUSBIISE 3[aTHICTh BUCIOBHTH TYMKYy Ha
€JIEMEHTApHOMY piBHI; BOJIOJI€ MaTepiaJoM Ha PIBHI OKPEMHUX
(parMeHTiB, II0 CTAHOBIATH HE3HAYHY 4YAaCTHUHY HABYAIBHOTO
Mmarepiany;

BOJIOZIIE MarepiajJoM Ha I[OYaTKOBOMY piBHI, 3HayHy YacTUHY
Mmarepialy BIATBOPIOE Ha pENpOAYKTHBHOMY piBHI;  BOJIOJi€
MarepiaJoM Ha piBHI, BHIIOMY 3a IIOYaTKOBHMM, 3IaTHUN 3a
«3A006iMbHOY JIOTIOMOTO0 BHKJIa/Iada JIOTIYHO BiTBOPHTH 3HAUYHY MOTO YaCTHHY,
MOXE€ BIATBOPUTH 3HAYHYy 4YacTUHY TEOPETUYHOIO Marepiaiy,
BUSIBIISIE 3HAHHS 1 PO3YMIHHS OCHOBHMX IIOJIOKE€Hb, 3a JIOIIOMOIOIO
BUKJIa/laya MOXKE aHaji3yBaTH HaBUAJIbHUN Marepiall, MOPiBHIOBATH
Ta pOOUTH BUCHOBKH, BUIIPABIIATH JOMYILIEHI TOMUJIKH;

3MaTHUI 3aCTOCOBYBAaTH BHMBYEHHI MaTepian Ha piBHI CTaHIApTHHX
CUTYyaIlil, 9aCTKOBO KOHTPOJIIOBATH BIIACHI HABYAJIbHI Jii, HABOAUTH
OKpeM1 BJIACHI TPHUKIAAM Ha TIATBEPIKEHHS TMEBHUX TBEP/KEHbB:
BMi€ TMOPIBHIOBATH, y3arajbHIOBaTH, CHCTEMAaTU3yBaTH 1H(GOpPMAIIir0
«0odpe» 1] KePIBHUIITBOM BUKJIaJla4ya, B I[IJIOMY CaMOCTIHHO 3aCTOCOBYBaTH
il Ha TmpakTHIll, KOHTPOJIOBATH BIIACHY MisSUIbHICTH, BHUIPABIATH
MOMUJIKY 1 10OMpaTH apryMeHTH Ha MiATBEPIKEHHS MEBHUX JTYMOK
miJ KepiBHUIITBOM BHUKIIAJa4ya; BUIHHO BOJIOJI€ BUBYCHUM OOCATOM
Mmarepiaiy, Ta BMi€ 3aCTOCOBYBaTM HOrO Ha NPAKTHUIl; BUIBHO
pO3B’si3y€ 3a7adi B CTAHIAPTHUX CUTYAIlisIX, CAMOCTIHHO BUIIPABIISE
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JOTMYIIeHI TOMWIKH, J00OMpae TMEepeKOHJIMBI apryMeHTH Ha
HiATBEP/KEHHS BUBYCHOTO MaTepiaiy;

BUSIBJISIE MTOYATKOBI TBOPYI 3/110HOCTI, CAMOCTIHHO BHU3HAYa€ OKpeMi
I[iTI BIACHOI HaBUYAJIBHOI MiISUTBHOCTI, OI[IHIOE OKpeMi HOBi (hakTH,
SABUINA, 171€1; 3HAXOAUTh JpKepena iHdopmalii Ta CcaMOCTIHHO
BUKOPHUCTOBYE X BIATMOBIAHO IO ITJICH, MOCTABJICHUX BUKJIATAueM;
BUIPHO BHUCJIOBJIIO€ BJIACHI JYMKHU 1 BIAYYTTS, BU3HA4Ya€ MPOrpamy
0COOMCTOI  Mi3HABAJILHOI  MISJIBHOCTI,  CaMOCTIHHO  OIIHIOE
«BIOMIHHOY» . o . .
PI3HOMAaHITHI KHUTT€BlI SIBUIIA 1 (AKTH, BHSBISIOYH OCOOHUCTY
MO3UINI0 MIOJI0 HUX; 03 JOMOMOTH BUKIIaJa4da 3HAXOIUTh JHKeperna
iHpopMaLii 1 BUKOPHCTOBY€E OJIepKaHI BIiJOMOCTI BIJIOBITHO 10
METH Ta 3aBJaHb BJIIACHOI Mi3HABaJIbHOI TiSITBHOCTI; BUKOPHCTOBYE
HaOyTi 3HaHHA 1 BMIHHS B HECTAaHIAPTHUX CHUTYAIlisIX; BUSBIISIE
ocoOnuBi  TBOpYl  3A10HOCTI, CaMOCTIMHO pO3BUBA€E  BJACHI
o0apyBaHHsI 1 HAXWUJIU, BMI€ CAMOCTIHHO 37100yBaT 3HAHHSI.

Jlo TiACYMKOBOTO KOHTPOJIIO JIOMYCKAIOThCA CTYACHTH SIKI 3a pe3yJibTaTaMu
MOTOYHOTO KOHTPOJIIO OTpUMaiu He MeHiue 35 GamiB. YCi CTyIEHTH, 10 OTPUMAIIU
34 GaniB 1 MeHIIe, HE JIOMYyCKAIOTHCS 0 CKJIaJaHHS IMJICYMKOBOTO KOHTPOJIIO 1 Ha
MiJCTaBl YKJIAJaHHA JOJATKOBOTO JIOTOBOPY, 3AIMCHIOIOTH MOBTOPHE BUBYCHHSI
JUCIUIUTIHM  BIIPOJIOBXK HACTYITHOTO HABYAJLHOTO CEMECTPY. 3a pe3yibTaTaMu
MiJICYMKOBOTO KOHTPONIIO (AudepeHIliHoOBaHUN 3aTiK/€K3aMEH) CTYJIEHT MOXe
orpumaru 40 6aniB. CTyaeHTH, AK1 I Yac MiACYMKOBOTO KOHTPOJIO OTpuMainu 24
0anmu 1 MEHIe, BBaKAIOTbCA TAaKUMH, L0 HE 3/1alu eK3aMeH/nudepeHIiiioBanui
3aJIIK 1 MOBUHHI UTH Ha mepe3ady.

3arajibHa CceMEeCcTpoBa OIlIHKAa 3 JUCIMIUIIHU, $5Ka BHUCTaBISEThCS B
€K3aMEHAIIHUX BIJOMOCTAX OIIHIOEThCA B Oanax (3rigHo 3 IllkaJjior oniHioBaHHSI
3HaHb 32 €EKTC) 1 € cymoro 0aiiB OTpUMAaHMX 1] 4ac MOTOYHOIO Ta MiJCYMKOBOTO
KOHTPOJIIO.

Ikana ouinroBanug 3HaHb 32 EKTC:

Ouinka 3a HAIOHAJILHOIO PiBenb gocsirnenb, % HIkanxa ECTS

IIKAJ010

HauionanbHa nu¢epenuiiioBaHa mKasaa

Biamigao 90 - 100 A
1106 83 -89 B
oope
. 75 - 82 C
) 67 —74 D
3a10BUIBHO

60 — 66 E
35-59 FX

TUTDTYT
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0—34 F

HanionaabHa HeaudepeHiioBaHa mKaJja
3apaxoBaHO 60 — 100 -
He 3apaxoBano 0-59 -

CrynenTtu, fiKi He 3'IBUJIMCS HA 3alliKW/€K3aMEHU Oe3 MOBAXHHUX NPUYHH,
BBAJKAIOTHCS] TAKUMH, 11O OJIEP KaJIM HE3aJ0BUIbHY OIIHKY.

PEKOMEH/IOBAHI JKEPEJIA IH®OPMAIIIT

OcHoBHa JiiTeparypa
1. How Cybersecurity Really Works: A Hands-On Guide for Total

Beginners by Sam Grubb - 2021, 216p.

2. Hacking and Security: The Comprehensive Guide to Penetration
Testing and Cybersecurity (Rheinwerk Computing) by Michael Kofler, Klaus
Gebeshuber, Peter Kloep, Frank Neugebauer — 2023, 1141p.

3. 11 Strategies of a World-Class Cybersecurity Operations Center by
Kathryn Knerler, Ingrid Parker, Carson Zimmerman - 2022, 767p.

4. How to Measure Anything in Cybersecurity Risk 2nd Edition by
Douglas W. Hubbard, Richard Seiersen - 2023, 368p.

5. Python for Cybersecurity: Using Python for Cyber Offense and
Defense 1st Edition by Howard E. Poston III - 2022, 240p.

6. Navigating the Cybersecurity Career Path 1st Edition by Helen E.
Patton - 2021, 336p.

7. CYBERSECURITY DATA PROTECTION: AGAINST ATTACKS
AND THEAT TRENDS WITH LEGAL AND ETHICAL
CONSIDERATIONS Kindle Edition by Reginald Miller - 2024, 143p.

8. CC Certified in Cybersecurity Study Guide (Sybex Study Guide) 1st
Edition by Mike Chapple - 2024, 256p.

0. CYBERSECURITY DICTIONARY for Everyone: 1250 Terms
Explained in Simple English by Tolga Tavlas - 2024, 429p.

10. CompTIA Security+ SYO0-701 Certification Guide - Third Edition:
Master cybersecurity fundamentals and pass the SY0-701 exam on your first
attempt 3rd ed. Edition by Ian Neil - 2024, 622p.

3 000B’3k0B0: BpaxoByBatu Bumoru JICTY 8302:2015 (igmosigno mo Haxasy Ne 65. Bin 4.03. 2016), pexkomenaanii
HamionanbHoro areHTcTBa 3 320€3MeYEeHHS SIKOCTI BUIIIOT OCBITH, BUKOPUCTOBYBATH JIITEPATypy 3a OCTaHHI 5-7 POKiB,
HABOJIMTH BJIACHI IyOJTiKaIlil 32 3MiCTOM HABYAJIBHOT JUCIUILTIHH.



https://www.nas.gov.ua/publications/news/Documents/Radchenko-DSTU.pdf
https://zakon.rada.gov.ua/rada/show/v0065774-16#Text
https://naqa.gov.ua/wp-content/uploads/2023/01/%D0%94%D0%BE%D0%B4%D0%B0%D1%82%D0%BE%D0%BA-6-%D0%B4%D0%BE-%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%83-130-%D0%B2%D1%96%D0%B4-24.01.2023.pdf
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Enexrponni indpopmauiiini pecypcu
11.  Google Cyber Security -
https://www.youtube.com/playlist?list=PLTZY G7bZ 1u6pul WxUtqAjZ

kIB4dB_JFzk
12.  Cybersecurity for Beginners | Google Cybersecurlty Certificate -

Z1 u6ocTMthwwmﬁ aNvl 34Kan

13. How To Manage Security Risks & Threats | Google Cybersecurity
Certificate -
https://www.youtube.com/watch?v=34Btwcl.7Mkg&list=PL.TZYG7bZ1
u6ocTMdhDwwmfjaNv134KcWn&index=2

14. Internet Networks & Network Security -
https://www.youtube.com/watch?v=NIRXtMg-0z8&list=PL.TZYG7bZ1
u6ocTMdhDwwmfjaNv134KcWn&index=3

15. The Basics of Computing Security: Linux & SQL -
https://www.youtube.com/watch?v=gmzQgmIR 1 el&list=PL.TZYG7bZ1
u6ocTMdhDwwmfjaNv134KcWn&index=4

16. Cybersecurity Assets, Network Threats & Vulnerabilities -
https://www.youtube.com/watch?v=R gl7COPONsE&Ilist=PL.TZYG7bZ1
u6ocTMdhDwwmfjaNv134KcWn&index=5

17.  Cybersecurity IDR: Incident Detection & Response -
https://www.youtube.com/watch?v=MsGl61X-Yal&list=PL.TZYG7bZ1u
6ocTMdhDwwmfjaNv134KcWn&index=6

18. How To Prepare For Your Cybersecurity Career | Google
Cybersecurity Certificate -
https://www.youtube.com/watch?v=3EgY17jR4NI&list=PL.TZYG7bZ1u

60cTMdhDwwmfjaNv134KcWn&index=8



https://www.youtube.com/playlist?list=PLTZYG7bZ1u6puLWxUtqAjZkIB4dB_JFzk
https://www.youtube.com/playlist?list=PLTZYG7bZ1u6puLWxUtqAjZkIB4dB_JFzk
https://www.youtube.com/watch?v=_DVVNOGYtmU&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn
https://www.youtube.com/watch?v=_DVVNOGYtmU&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn
https://www.youtube.com/watch?v=34BtwcL7Mkg&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=2
https://www.youtube.com/watch?v=34BtwcL7Mkg&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=2
https://www.youtube.com/watch?v=NIRXtMg-0z8&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=3
https://www.youtube.com/watch?v=NIRXtMg-0z8&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=3
https://www.youtube.com/watch?v=gmzQgmlR1eI&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=4
https://www.youtube.com/watch?v=gmzQgmlR1eI&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=4
https://www.youtube.com/watch?v=Rgl7C0P6NsE&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=5
https://www.youtube.com/watch?v=Rgl7C0P6NsE&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=5
https://www.youtube.com/watch?v=MsGl6lX-YaI&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=6
https://www.youtube.com/watch?v=MsGl6lX-YaI&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=6
https://www.youtube.com/watch?v=3EgYr7jR4NI&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=8
https://www.youtube.com/watch?v=3EgYr7jR4NI&list=PLTZYG7bZ1u6ocTMdhDwwmfjaNv134KcWn&index=8

